
Characterizing User-Reported Issues of GUI Agents for Web
Browsing

Shuning Zhang∗
zsn23@mails.tsinghua.edu.cn

Tsinghua University
Beijing, China

Jingruo Chen∗
jc3564@cornell.edu

Information Science, Cornell
University

Ithaca, New York, USA

Zhiqi Gao†
zhiqigao@link.cuhk.edu.cn

School of Data Science, The Chinese
University of Hong Kong, Shenzhen

Shenzhen, China

Jiajing Gao†
jgaobn@connect.ust.hk

The Hong Kong University of Science
and Technology
Hongkong, China

Xin Yi‡
yixin@tsinghua.edu.cn
Tsinghua University

Beijing, China

Hewu Li
lihewu@cernet.edu.cn
Tsinghua University

Beijing, China

Abstract
The integration of LLMs into GUI agents promises to revolution-
ize web browsing automation, yet the practical user experience
remains challenging. This paper systematically characterizes user-
reported issues with GUI agents by focusing on three dimensions:
phenomena, influences, and user-centric mitigation. We adopted a
two-phase method combining social media analysis (N=221 posts)
and semi-structured interviews (N=21). Our findings reveal a tax-
onomy of complaints unique to GUI agents, including deficits in
grounding abstract intent into concrete interface affordances, the
inability to adapt to dynamic visual states, and the execution of
erroneous actions. These lead to influences distinct from text-based
hallucinations, ranging from task abandonment to security risks
like uncontrolled file system access. In response, users are forced
to employ ad-hoc mitigation strategies, including ecological sand-
boxing, and cursor shadowing to correct GUI agents behaviors.
We contribute: (1) a comprehensive characterization of complaints
specific to GUI agents interaction, (2) an analysis of how these phe-
nomena degrade interaction integrity, and (3) design implications
for creating consequence-aware agents.
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1 Introduction
The rapid evolution of Large LanguageModels (LLMs) has catalyzed
a paradigm shift in Human-Computer Interaction (HCI), extending
capabilities from conversational interfaces to autonomous agents
that interact directly with Graphical User Interfaces (GUIs) [34].
This progression has fostered research intomulti-agent systems [88]
and social simulations [84]. Consequently, GUI agents—exemplified
by commercial tools like Computer Use1 and Operator2, as well as
open-source projects like UI-TARS3—are gaining significant atten-
tion. Acting as digital proxies, these agents automate operations
within shared digital workspaces, performing tasks ranging from
information retrieval to complex planning.

Web browsing represents a critical domain for this human-
agent collaboration, involving daily activities such as purchasing,
messaging, and web application interaction [140, 141]. While tech-
nical evaluations highlight the growing proficiency of these agents
on curated benchmarks [71, 139], their practical deployment re-
veals a disconnect between benchmark performance and real-world
reliability. The integration of agents into human workflows fre-
quently results in user complaints regarding negative outcomes,
such as erroneous purchases or misdirected communications, as
often reported in recent news456.

Prior research on technology-induced harms has largely focused
on device misuse, such as smartphone snooping [67, 70] or IoT
vulnerabilities [75]. However, specific user-centric examinations

1https://www.anthropic.com/news/3-5-models-and-computer-use
2https://openai.com/index/introducing-operator/
3https://github.com/bytedance/UI-TARS
4https://www.protecto.ai/blog/ai-agents-excessive-agency-risks/
5https://arstechnica.com/tech-policy/2024/02/air-canada-must-honor-refund-policy-
invented-by-airlines-chatbot/
6https://www.forbes.com/sites/carolinecastrillon/2025/10/02/ai-workslop-could-be-
the-biggest-threat-to-productivity/
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Figure 1: The framework of this paper. Through the two-phase study, we analyzed the user-reported complaints about GUI
agents for web browsing from their phenomenon, influence, and mitigation, and provided implications across six key aspects.

of complaints regarding GUI agents remain underexplored. Ad-
dressing this gap is urgent, as failures in this domain are multi-
faceted: they undermine operational integrity [138], strain finan-
cial and cognitive resources [121], and introduce novel security
risks [98]. Far from trivial technical glitches, these breakdowns
signal fundamental challenges in designing robust human–agent
teaming [29, 93, 128]. To systematically understand the impact of
these complaints and inform future designs, we adopt a comprehen-
sive research framework, as illustrated in Figure 1. Wemove beyond
merely exploring the phenomena. Instead, we analyze its influence
and categorize users’ mitigation, thereby revealing how current
complaints influence users’ experience and how user-centric coun-
termeasures fall short. Accordingly, we pose the following three
research questions (RQs):

[Phenomena] RQ1. What problems do users complain
about when using GUI agents for web browsing?

[Influence] RQ2. What are the reported consequences of
these complaints on users?

[Mitigation] RQ3. How do users attempt to mitigate nega-
tive consequences, and what are their expectations?

To address these questions, we conducted a two-phase mixed-
methods study comprising social media analysis (N=221 posts)
and semi-structured interviews (N=21). This approach allowed us
to capture a broad spectrum of naturally occurring complaints

while deepening our understanding through contextualized user
accounts.

Addressing RQ1 (Phenomena), we propose a user-centric taxon-
omy to characterize observed user complaints. Unlike prior frame-
works that organize errors by technical modules (e.g., visual ground-
ing) or broad trust principles, our framework distinguishes errors
based on the user’s cognitive perspective. We classify complaints
into three distinct dimensions: (1) failures in sense-making and
intent alignment, where agents fail to decompose tasks or misin-
terpret instructions, (2) failures in adaptation and execution,
encompassing faulty GUI actions and poor adaptability to dynamic
interfaces, and (3) frictions and burdens, which describe non-
functional degradations such as prohibitive costs, slow response
times, and setup complexity.

Regarding RQ2 (Influence), we identify distinct dimensions of
harm that escalate from individual operational failures to broad soci-
etal concerns. First, at the operational level, recursive error loops
and resource depletion result in task abandonment, where users are
forced to terminate workflows rather than merely delaying them.
Second, at the security level, agents function as uncontrolled
exposure vectors, inadvertently granting persistent and unsuper-
vised access to sensitive file systems and credentials. Finally, at
the societal level, these cumulative failures precipitate an erosion
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of trust and agency, fostering ethical concerns regarding systemic
manipulation and the automated abuse of digital platforms.

Regarding RQ3 (Mitigation), our analysis reveals a critical re-
liance on compensatory labor, where users scaffold agent behavior
through ad-hoc workarounds. These include ecological sandbox-
ing, running agents on secondary devices or restricted accounts to
limit potential harm, and hyper-vigilant shadowing, in which
users closely monitor cursor movements to intercept mistakes.
Such practices highlight the lack of built-in mechanisms for safe
and controllable agent action. To address these gaps, we derive
six concrete design implications on human–agent collaboration:
lifecycle-aligned intervention, risk-boundary alignment, situated in-
tent transparency, agent-centric interface design, cost- and resource-
aware operation, and ecological sandboxing frameworks that for-
malize safety rather than outsourcing it to users.

Collectively, the contributions of this paper are threefold:
• We contribute a user-centric taxonomy characterizing GUI

agents complaints based on three failure phenomena: sense-making,
adaptation and execution, and operational burdens.

•Our analysis reveals the multi-level influences of these fail-
ures, spanning negative operational outcomes, critical security and
privacy risks, and broad socio-ethical concerns.

•We synthesize user-initiated mitigation strategies and propose
design implications, offering guidance for the responsible advance-
ments of GUI agents in web browsing.

2 Related Work
Our work situates GUI agents at the intersection of task automa-
tion, error analysis and risk management. While recent technical
advancements have been rapid [15], there remains a critical gap in
understanding these systems from an HCI perspective. We review
the evolution of GUI agents (Section 2.1), contrast technical failure
benchmarks with user-centric realities (Section 2.2) and analyze the
distinct safety and privacy implications for end-users (Section 2.3).

2.1 Task Automation and GUI Agents
Traditional GUI automation primarily employed rule-based frame-
works such as Selenium7, Robot Framework8 and AutoIt9 [14].
These tools automate predefined interaction sequences (e.g., clicks,
text input) but exhibit limited adaptability in dynamic environments
and necessitate substantial manual configuration.

The advent of LLMs catalyzed a paradigm shift, fostering so-
phisticated GUI agents engineered for real-time GUI component
interpretation and dynamic adaptation to interface modifications
(e.g., layout changes, content updates). These agents leverage LLMs
to comprehend visual interfaces and autonomously execute user
instructions by emulating human-like interaction patterns such as
clicking and typing [106]. Such advancements spurred research into
enhanced GUI automation, exemplified by LLM-powered systems
for flexible testing [57], frameworks incorporating symbolic reason-
ing to refine GUI interactions [50], specialized mobile application
automation [123], and the direct translation of natural language

7https://www.selenium.dev/documentation/
8https://robotframework.org/robotframework/
9https://www.autoitscript.com/site/autoit/documentation-localization/

instructions into executable GUI actions [43]. Despite these techni-
cal advancements and commercial deployments (e.g., OpenAI [77],
Anthropic [3]), persistent operational deficiencies hinder practical
adoption.

2.2 Failures in GUI Agent Usage
Prior literature has identified failures in AI agent usage through
various technical benchmarks. Table 1 provides a summary of these
studies and their classification approaches. We synthesize the re-
ported failures into three primary dimensions: visual grounding,
reasoning & planning, and execution & environment.

Regarding visual grounding errors, SeeAct [140] identified
that “hallucinating bounding boxes and labels” constitutes a sub-
stantial error type, where agents generate non-existent bounding
boxes or attempt to interact with them, frequently resulting in “ele-
ment not found” failures [114]. Due to the inherent limitations of
Multimodal Large Language Models (MLLMs), GUI agents struggle
to distinguish fine-grained text or icons [16]. For instance, agents
often fail at tasks requiring dynamic visual inputs, such as calculat-
ing changing on-screen values, as they lack the capacity to capture
and memorize transient states [83]. Furthermore, agents may fail to
recognize the absence of target elements on the current screen (e.g.,
necessitating scrolling). Instead of scrolling or outputting “none”,
they are often compelled to select the most visually similar ele-
ment [140]. While these studies identify visual grounding errors
through technical benchmarks, we investigate how these perceptual
failures manifest as specific user complaints in real-world scenarios.

Regarding reasoning & planning errors, GUI agents often
erroneously mark tasks as complete despite failing to locate the
required product, or they may disregard user-specified filtering
criteria [114]. Agents also frequently attempt to input data into
real-only fields or retrieve information without executing the nec-
essary search queries [142], suggesting a lack of environmental
world models and inherent action knowledge. Infinite loops are
another prevalent failure mode. In environments like Android-
World [91, 110] and AssistantBench [119], researchers observed
agents repetitively accessing the same menus or toggling between
pages, indicating a deficiency in reflecting on historical trajecto-
ries [119]. Additionally, agents exhibit outcome blindness, termi-
nating tasks prematurely or neglecting complex constraints due
to sparse reward models [35] and the inability to maintain context
over long operational chains [1]. Distinct from prior work that
attributes these failures to algorithmic limitations, we focus on the
user-perceived consequences of these breakdowns.

Regarding execution & environment failures, GUI agents
frequently fail to generate accurate interaction coordinates. See-
Act [140] noted that even when target buttons are correctly rec-
ognized, generated actions often deviate from the center by a few
pixels, resulting in clicks on adjacent whitespace. In dense inter-
faces like those in AndroidWorld [91], agents struggle with con-
tinuous gestures such as “drag-and-drop” or sliding. The dynamic
nature of web applications further complicates execution. DOM tree
updates occurring within milliseconds of a query can render coor-
dinates obsolete, leading to interactions with incorrect objects. This
vulnerability is highlighted in the GUI-Robust dataset regarding
pop-ups and page loading [116]. Furthermore, agents employing

https://www.selenium.dev/documentation/
https://robotframework.org/robotframework/
https://www.autoitscript.com/site/autoit/documentation-localization/
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tool-calling capabilities often exhibit hallucinations, such as repeat-
ing erroneous parameters following a failure [100]. Complementing
these technical performance analyses, we uncover the interactional
challenges and socio-technical barriers (e.g., CAPTCHAs, platform
incompatibility, and financial costs) that users encounter.

Table 1: Analysis of failure modes in the past literature. H-C
denotes whether the literature focuses on human-centric
issues.

Benchmark Coverage Stage Classification H-C

Mind2Web [35] Planning, Grounding Action, BBox, Linking No

AndroidWorld
[91]

Perception, Reasoning,
Action

Perceptual, Reasoning,
Knowledge, Grounding

No

OSWorld [110] Grounding, Planning, Ex-
ecution

Knowledge, Long-Horizon,
Grounding

No

SeeAct [140] Visual Grounding, Action Wrong action, Hallucina-
tion, Linking

No

OpenAI Deep
Research

Research, Output Gener-
ation

Overconfidence, Sourcing,
Omission, Reading

Part.

Ours All Visual grounding, Reason-
ing & planning, Execution

Yes

2.3 Security, Privacy and Safety Risks in Agent
Usage

Research on agent-related risks encompasses a variety of approaches.
Some studies have investigated high-level concerns, such as privacy-
enhancing design principles [105] and the limitations of AI value
assessment methodologies [51]. Other work has focused on cate-
gorizing security threats [26], outlining design challenges from ex-
pert perspectives [58], and building specific privacy protection sys-
tems [127, 129, 131]. Concurrently, technical efforts have produced
specific mitigation strategies, such as constrained environments
like AirGapAgent [5], and frameworks for testing tool integration,
exemplified by ToolEmu [95]. However, these works did not address
the unique risks when LLMs drive GUI agents for interactive tasks.

For instance, while foundational studies like Deng et al. [26]
offer a general threat taxonomy for AI systems, encompassing per-
ception, reasoning, action, and memory components, and Li et
al. [58] detail LLM security and privacy concerns such as confiden-
tiality, integrity and reliability, their analyses do not delineate the
distinct vulnerabilities or safety implications arising specifically
from GUI agents capabilities and interactions. Other specialized
research, including investigations into risks inherent to scientific
LLM agents [102] or surveys focused on AI agent memory mecha-
nisms [135], also diverges from the specific context of LLM-driven
GUI control. Consequently, a comprehensive understanding of the
security, privacy, and safety challenges unique to the operational
use of GUI agents remains underdeveloped.

3 Two-Phase Studies For Characterizing UCs of
GUI Agents for Web Browsing

Our studies employed an exploratory mixed qualitative method-
ology [65, 78, 104], also characterized as an intra-paradigm ap-
proach [74], to investigate user experiences with GUI agents during

web browsing. The research was conducted with two stages: a so-
cial media analysis (N=221 posts) followed by a semi-structured
in-depth interview (N=21). The latter phase used participants with
no overlap with the people posting or replying to these posts in
the first stage to reach diverse and deep results. All interviews
took place online. These studies received ethical approval from our
university’s Institutional Review Board (IRB).

3.1 Phase 1: Social Media Analysis
We first conducted a social media analysis on Reddit 10 to examine
users’ opinions about GUI agents for web browsing. To capture
relevant discussions, we searched with both lowercase, capitalized,
and combined keywords, including Operator, Computer Use, UI-
TARS, mistake, fault, AI Agent, and their combinations. We chose
this approach because limiting the search to specific subreddits
(e.g., r/Operator, r/aiagents) was neither representative nor com-
prehensive. In total, we reviewed 1,850 posts, manually screening
their titles and content to assess relevance to GUI agents. Posts that
only introduced agent functions, without discussing unintended
consequences, were excluded. After filtering, 221 posts remained
(receiving 25,366 likes) along with 9,370 associated comments (42
comments per post on average, SD=65.3; see Appendix A for sub-
reddit distribution). Because most comments clustered around the
same topic as their original post, and for annotation efficiency, we
reported results at the post level.

3.2 Phase 2: Semi-structured Interview
Because the social media analysismay suffer from exposure bias [52]
and tends to encourage brief responses, we conducted semi-structured
interviews to allow participants to elaborate on their experiences
with web agents’ unsatisfactory or failure cases.We recruited partic-
ipants by distributing posters on social media platforms, including
Reddit, the Redbook11 , and WeChat12 over a two-week period.
After screening, we selected 21 participants with prior experience
using GUI agents (see Table 2). Participants varied in occupations
and usage contexts, comprising 12 males and 9 females.

To enhance data validity, participants were instructed before-
hand to briefly re-familiarize themselves with the GUI agents they
had previously used, ensuring accurate recall of their prior experi-
ences. We conducted 1:1 semi-structured interviews (30–40 minutes
each) via Tencent Meeting13 . The interview protocol was designed
based on themes from the social media analysis, prompting partici-
pants to confirm whether similar issues occurred in their daily use
and to elaborate on these experiences. The full script is provided in
Appendix B.

3.3 Ethical Considerations
We acknowledge the potential ethical concerns of our research.
Our study design and ethical considerations adhered to the princi-
ples outlined in the Menlo Report [6] and the Belmont Report [7],
ensuring a focus on responsibility, beneficence, and justice. The In-
stitutional Review Board (IRB) of our institution approved all study

10https://www.reddit.com/
11https://www.xiaohongshu.com/explore
12https://www.wechat.com/
13https://meeting.tencent.com/

https://www.reddit.com/
https://www.xiaohongshu.com/explore
https://www.wechat.com/
https://meeting.tencent.com/
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procedures. Our analysis of Reddit data strictly adhered to the plat-
form’s terms of service, and we did not disclose any personal data
or user profiles associated with the Reddit content. In line with HCI
Reddit-research ethics [33, 87], we analyzed only publicly visible
posts and reviewed the community rules of each subreddit included
in our dataset. None of these subreddits prohibited academic use of
public content, and we did not access private, deleted, or restricted
posts. Before starting the interviews, we provided participants with
a consent form and informed them of their right to request selective
anonymization or to refrain from disclosing experiences if they felt
any aspect was unfair or if they were uncomfortable sharing. Par-
ticipants were explicitly informed of their right to withdraw from
the interview at any time without penalty. We stored all original
experimental data in encrypted format on a secure local server at
our institution.

3.4 Data Analysis
To synthesize our findings, we integrated social media and interview
data, intentionally combining methods to mitigate the limitations of
each and to capture a nuanced view of participants’ experiences. We
conducted a thematic analysis [8, 9] following O’Reilly et al.’s [78]
integrated approach. One primary researcher developed an initial
codebook by coding about 20% of the dataset (40 posts and 3 inter-
view transcripts). This codebook was collaboratively reviewed with
a secondary researcher, who resolved discrepancies and reached
consensus on coding criteria. The two researchers then indepen-
dently coded the remaining data, refining the codebook iteratively
with intermittent discussions to ensure quality. After coding, they
aggregated codes into high-level themes. Consistent with guidelines
for exploratory qualitative research, which caution that inter-rater
reliability metrics can be misleading [68], we emphasized a consen-
sual process rather than calculating agreement scores. Quotes from
interviews are attributed as IX (e.g., I1), and those from posts as PX
(e.g., P1).

4 RQ1: Categorization of Observed Complaints
about GUI Agents

To contextualize agent failures, we first profile participant activities
across six primary domains: navigation and travel planning (e.g.,
voice-commanded trip generation) (I2, I5, I7, I16); food and beverage
ordering (e.g., customized takeout) (I5-6, I9, I11-12, I15, I20-21); e-
commerce (e.g., product research and purchasing) (I1, I3, I11-13, I15-
16, I20); information retrieval and web automation (e.g., automated
data collection) (I4, I7, I10, I14, I16-19, I21); social media management
(e.g., scheduled messaging) (I5, I11-12, I14, I18, I20, I21); and local
service automation (e.g., accessing amenities) (I6, I12).

By analyzing these specific complaints arising within these do-
mains, we developed a taxonomy to characterize taxonomy of fail-
ure during agent breakdowns. We classify failures into three di-
mensions: (1) failures in sense-making and intent alignment, (2)
failures in adaptation and execution, and (3) frictions and burdens.
This user-centric categorization moves beyond frameworks that
focus solely on abstract trust principles (e.g., NIST’s validity and
safety) or low-level system defects.

Besides, existing technical evaluations typically organize break-
downs by functional system modules. For instance, studies [1, 79]

and benchmarks [39, 92, 110, 140] categorize errors into operational
classes such as grounding, planning, hallucination, or bounding box
mismatches. In contrast, our framework focuses on user’s cogni-
tive perspective. Rather than listing technical flaws, we distinguish
high-level intent misalignment from execution slips and explic-
itly account for non-error frictions that degrade the interaction
experience.

4.1 Failures in Sense-Making and Intent
Alignment

4.1.1 Task Decomposition Errors. A central weakness of current
agents is their inability to decompose user instructions into coher-
ent, executable sequences. We observed three distinct breakdowns.
First, agents often exhibited operational discontinuity, where they
initiated a workflow but failed to carry it through; for instance, one
agent opened the Maps application during a navigation task but
then stalled and never generated a route (I2). Second, agents fre-
quently demonstrated workflow drift, a phenomenon characterized
in recent benchmarks [89]. Here, we observed agents initiating cor-
rect paths but subsequently wandering to irrelevant platforms (I3,
I15). Third, even when following the right path, agents struggled
with step-level execution, mis-clicking, skipping actions, or freezing
during multi-click or pagination sequences (I10, I11). These limita-
tions became most acute in complex, cross-application workflows.
As I21, who is both a user and a GUI-agent product manager, ex-
plained, real tasks such as reading food posts on Instagram and
then saving locations in Google Maps can span dozens of steps and
require reliable subtask decomposition that their in-house model
could not support, leading the team to abandon this class of tasks
entirely.

4.1.2 Instruction Misinterpretation. Instruction misinterpretation
was a frequent source of breakdown. Agents often misunderstood
user intent at the very first step. For example I3 pointed out that
it misread a request involving spreadsheets, interpreting “spread-
sheet” as a survey tool and producing an entirely unrelated out-
put. Similar misunderstandings occurred with basic commands,
misidentifying destination addresses during navigation (I2), failing
to recognize message recipients due to pronunciation errors (I9),
or confusing profile names with user-defined aliases (I11). These
problems frequently forced users to rephrase requests repeatedly,
with one participant noting that success required treating instruc-
tions like rigid “AI prompt words” rather than natural speech (I6).
While rigid instruction following is a known limitation [46], our
findings reveal a specific interactional gap: unlike proactive clari-
fication mechanisms such as Ask-Before-Plan [133], agents in our
study proceeded under incorrect assumptions rather than pausing
to resolve ambiguity, leading to cascading execution failures.

Difficulties extended to sequential or procedural instructions. I10
reported that an agent repeatedly failed to interpret simple ordinals
like “first,” even after additional specification. I9 similarly noted that
the agent initially processed order details correctly but then lost
the workflow entirely, advancing to an unusable payment interface.

These issues were amplified by limited contextual comprehen-
sion. Agents overlooked keywords clearly visible on-screen (I2),
ignored relevant background knowledge (I3), and in one interesting
case, interpreted the brand name “Yidiandian” (meaning “a little bit”
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Table 2: Participants’ demographics in the interview. For tasks, N denotes navigation and travel planning, F denoted food
and beverage ordering, E denotes e-commerce, I denotes information retrieval and web automation, S denotes social media
management, L denotes local service automation

Participant Gender Age Experience Tasks Occupation Education

I1 Male 18-25 Manus E Master Student Master
I2 Male 26-35 GLM PC, GLM Agent N Tech Product Manager Master
I3 Male 26-35 Operator, Computer Use E Tech Entrepreneur Master
I4 Female 36-45 Bot.new, cursor, Computer Use, Browser Use, Om-

niparser
I Software Engineer Master

I5 Male 26-35 Not disclosed N, F, S Investment Manager Master
I6 Male 36-45 GLM Agent F, L Chief Information Offi-

cer
Master

I7 Male 18-25 Auto GPT, Operator N, I Undergraduate Student Bachelor
I8 Male 36-45 Operator L Director of Technology Ph.D.
I9 Male 26-35 GLM Agent F Software Engineer Bachelor
I10 Male 18-25 GLM PC I Master Student Master
I11 Female 18-25 GLM Agent, Manus F, E, S PhD Student Ph.D.
I12 Male 26-35 Not disclosed F, E, S, L Machine Learning Engi-

neer
Master

I13 Male 26-35 Open Interpreter, GLM Agent, UI-TARS, Manus E Faculty Master
I14 Male 26-35 OpenAI Operator, Browser Use, Open WebUI I, S Consultant Master
I15 Female 18-25 AutoGLM, Fellou F, E Master Student Master
I16 Female 26-35 GPT Agent N, E, I Designer Master
I17 Female 18-25 GPT Agent I Independent worker Master
I18 Female 18-25 GPT Agent I, S Master Student Master
I19 Female 18-25 GPT Agent I Undergraduate Student Bachelor
I20 Female 26-35 Xiaomi AI Phone, Doubao AI Phone F, S Product Manager Master
I21 Female 18-25 GPT Agent F, I, S Product Manager Master

in Chinese) literally rather than recognizing it as a company name
(I2). As I1 emphasized, these failures stem from insufficient memory
and context tracking. Overall, current agents depend heavily on
literal phrasing and short context windows, leaving little tolerance
for ambiguity or pragmatic interpretation.

4.1.3 Knowledge Gaps. Agents showed particular difficulty when
tasks required domain-specific or non-textual knowledge. These
failures became most visible in environments that relied on icons
or symbolic representations. One participant described a “critical
knowledge gap” when an agent was asked to operate a browsing
task in a vehicle: the interface contained only icons, and the agent
could not interpret the heated-seat symbol or differentiate between
driver and passenger options (I8). Unlike misinterpretation errors,
which stemmed from rigid language processing, these breakdowns
reflected the agent’s inability to handle visual or symbolic conven-
tions outside its training. In such contexts, the absence of textual
cues left the system unable to act, revealing sharp limits in domain
transfer. This extends the localization biases discussed in recent
technical evaluations [103]. The failure here is not just in detecting
the bounding box of an icon, but in symbolic literacy, the inability
to ground visual affordances into semantic actions without explicit
textual labels.

4.1.4 Inaccurate Outputs. While earlier sections highlighted fail-
ures in interaction and execution, participants also encountered
problems once agents produced results. Agents often generated out-
puts that were inaccurate, misleading, or entirely fabricated because

they failed to assess the credibility or quality of the information
they retrieved. Unlike standard generative hallucinations, which
are typically defined as model-internal fabrications [23], these er-
rors reflected a form of information supply chain pollution, where
the agent pulls content directly from a source without evaluating
its reliability. While existing factuality benchmarks typically pre-
sume clean evidence sets [90, 132], our findings show how agents
amplify errors from noisy realistic environments. For example, I18
observed that the agent relied on a second-hand statistics page
whose own inaccuracies, such as converting a raw figure of 6.2 into
“6.2%”, were reproduced in the output. Other participants described
similar patterns: some agents navigated to the correct webpage,
such as a university department’s site, but then returned entirely
erroneous follow-up details (I10). Together, these examples show
how unreliable sourcing, factual distortions, and execution-level
errors combine to undermine the quality and trustworthiness of
agent-generated results.

4.1.5 Unsatisfactory Results. In addition to producing factually in-
correct outputs, agents often returned results that were technically
accurate yet semantically unsatisfactory or qualitatively subpar.
Unlike objective misinformation [25, 44], these outputs failed to
align with user intent or preferences (I1, I7, I19). As I1 explained,
the agent often produced something “a bit different from the thing
I wanted, but actually there aren’t any major errors.” Participants
likewise noted that outputs felt generic or disconnected from their
personal habits and preferences (I7, I19).
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Users also criticized the superficiality of the agent’s reasoning.
I10 reported that outputs were limited to “superficial information”
without any in-depth analysis or reasoning, making them insuffi-
cient for tasks requiring complex insight. Ultimately, participants
attributed these shortcomings to the agent’s limited understanding
of their preferences, with I7 summarizing that “the primary problem
is still that it doesn’t understand me enough”.

4.1.6 Poor Error Handling or Recovery. Agents often failed to re-
spond adaptively when errors occurred, leaving users without vi-
able ways to refine, recover, or continue interactions. A common
issue was the inability to recognize mistakes in the first place. Dur-
ing spreadsheet tasks, for example, agents repeatedly selected the
wrong columns, often “off by one”, without noticing or correcting
the error (P7, P32). In other cases, systems stalled completely, such
as an agent “generating null coordinates to click and not taking any
action” (P65).

Even when agents did detect an error state, they rarely handled
it productively. Some became stuck in pop-up windows (I3), while
others pressed ahead despite unresolved problems. Agents often
looped through the same failed attempts, such as repeatedly re-
entering a settings menu to search for an option that could not
be found (I12). Limited memory further reinforced these cycles,
preventing agents from retracing steps or adjusting their approach.
Such shortcomings were particularly evident in complex tasks. As
P116 summarized, “as tasks grow in complexity, agents become so
disjointed the AI won’t know what to do with it, much less anyone
that has to fix it later.” Participants emphasized that effective re-
covery requires mid-process correction without restarting entire
workflows (I1), a capability current systems lacked [39, 121, 122].

4.2 Failures in GUI Adaptation and Execution
4.2.1 Faulty GUI Actions. Beyond failures to interpret instructions
or complete workflows, agents also carried out incorrect or unsafe
GUI actions that directly altered the system state. Participants de-
scribed cases where agents executed commands unrelated to the
user’s request: after a simple weather query, one system abruptly
began modifying computer settings, prompting the user to wonder,
“Is it going to help me change the language?” (I4). Such unsolicited
actions disrupted ongoing work and raised concerns about reliabil-
ity. In safety-critical domains, these risks were amplified. I8 noted
that a misplaced click in an automotive interface could unintention-
ally lock or unlock the car, power it on or off, or trigger a system
shutdown.

Some actions were not just irrelevant but actively harmful. I9
described losing an entire recording session when the agent mis-
takenly terminated the screen capture. Participants also worried
about the absence of safeguards against destructive system-level
commands, imagining scenarios where an agent could “get mad
or hallucinate and decide to rm -rf /” (P70) or delete files outright
(P155). Even routine mistakes had material consequences, such as
accidental double purchases without confirmation (P112). While
technical frameworks like InferAct [30] focus on detecting such mis-
aligned actions, our findings highlight the irreversibility of these
failures in practice. Unlike text generation, where hallucinations are
discardable, a “hallucinated action” in a live GUI creates immediate,

often unrecoverable state changes, transforming alignment errors
into tangible operational security risks [12, 53, 115].

4.2.2 Poor UI Adaptability. Agents struggled most when interact-
ing with UI conditions that departed from the stable, static, and well-
structured interfaces assumed in benchmark tasks. Three categories
of interfaces proved especially challenging. First, non-standard or
visually atypical layouts frequently caused misrecognition. Agents
often failed to identify elements embedded in unconventional de-
signs, leading to repeated execution errors (I4), and took substantial
time to locate applications hidden within folders (I20).

Second, dynamic or transient UI states created significant bar-
riers. Momentary buttons or time-sensitive prompts were often
missed, since agents relying on API-based perception required sev-
eral seconds to respond. As one participant explained, while a
human could click instantly, the agent “needed at least five seconds”,
making it too slow for fast-paced contexts such as automotive
systems (I8). This reflects a temporal mismatch between discrete
inference cycles and the continuous lifecycle of modern interfaces.
While systems like RecAgent [94] propose uncertainty-aware per-
ception to handle static ambiguity, they do not account for these
dynamic, time-sensitive frictions where the interface state changes
faster than the agent’s inference loop. As I21, a user and GUI-agent
product manager, observed, real mobile environments also contain
constant visual noise such as ads, pop-ups, loading screens, and
notification banners that routinely break perception. Their team
ultimately had to classify twelve types of such “abnormal screens”
and design tailored responses.

Third, visually ambiguous or low-salience elements further de-
graded performance. Agents struggled to distinguish between ap-
plications with similar icons, such as repeatedly launching Lark
instead of Edge (I10), and accuracy dropped sharply for small inter-
face targets. As one participant noted, “the smaller the button, the
lower the accuracy,” with agents prone to missing or mis-clicking
miniature elements (I12). While these difficulties align with estab-
lished HCI principles regarding target size [112], our observations
reveal a distinct limitation: unlike humans, GUI agents lack the
control to compensate for small targets. Our findings thus provide
validation for recent grounding benchmarks, confirming that the
“small target” problems observed in synthetic tests [22, 55] translate
directly to breakdowns in real-world workflows.

4.2.3 Element Mislocation. While adaptability challenges reflected
struggles with dynamic or atypical interfaces, agents also failed at a
more basic level: accurately locating and interacting with individual
elements. Targeting specific clickable items was often unreliable
(I4), and this problem became especially noticeable when elements
lacked textual labels. For instance, during a Music App login, the
agent failed to recognize the “user agreement” checkbox because
no text accompanied the icon (I8).

Even when agents visually identified the correct element, their
interactions frequently missed the target. As one participant ex-
plained, “understanding the image is not a problem,” but the agent
still could not click the intended spot (I8). Attempts to assist by
overlaying grid lines across the interface offered little improvement:
the system often aligned correctly on one axis while drifting on
the other, resulting in off-target actions. These inconsistencies illus-
trate that agents lacked spatial precision in translating recognition
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into action. Unlike adaptability failures that arise from dynamic or
unusual conditions, element misidentification undermined perfor-
mance even in otherwise stable environments.

4.2.4 External Requirement Conflicts. Beyond errors in direct in-
teraction, agents frequently encountered friction from external
requirements such as authentication, verification, and repeated
user confirmation. These steps created constant interruptions dur-
ing execution and often forced users to intervene manually. Human
verification, particularly CAPTCHA, was a persistent obstacle. I7
described trying to book tickets and noted that “with human veri-
fication for booking tickets, I really have to do it myself. It’s quite a
hassle to verify it every time.” In some cases, agents did not even
request assistance when blocked; instead, as P20 observed, the sys-
tem began cycling through substitute websites on its own rather
than asking the user for guidance. Agents also failed to handle
specialized authentication methods. For example, when publishing
to a social media account, one agent could not complete the QR
code login process (I14). These external dependencies illustrate
how verification and platform restrictions remain major barriers to
operation. As P1 summarized, “Verification seemed like it would be
too much trouble, so I didn’t even bother trying.”

4.3 Frictions and Burdens
4.3.1 Instruction Rigidity and Usability Barriers. Even when cor-
rectly interpreted, instructions required extreme precision to suc-
ceed. As I11 noted, the system often ignored anything unclear,
making it “imperative that instructions were meticulously specified.”
To achieve desired outcomes, users sometimes resorted to exces-
sively long and detailed prompts. For example, I10 found that a
general request to “open VPN” was not understood, while the more
specific “open Clash and click a particular UI element” worked.

This difficulty reflects a broader gap between the ambiguity
of natural language and the agent’s requirement for fully speci-
fied input. I12 illustrated this mismatch with a familiar scenario:
when ordering a beverage, users cannot be expected to know ev-
ery customization option or its exact terminology, yet the agent
often requires this level of detail. These gaps could produce seri-
ous errors, such as unintended multiple purchases when quantities
were omitted, or malformed form submissions like inserting the
literal word “example” into an address field. Participants linked
this brittleness to deeper interaction-design limitations. Because
most agents cannot be interrupted or corrected mid-task, users felt
compelled to provide overly exhaustive, one-shot instructions to
prevent cascading failures (I17).

4.3.2 Difficult Parameter Tuning. Users also struggled with con-
figuring system parameters in ways that produced reliable agent
behavior. Even seemingly simple settings, such as adjusting the
“execution interval between steps”, were difficult to reason about.
I10 hypothesized that increasing this interval might give the agent
more time to process information and therefore improve accuracy.
Instead, longer intervals made performance worse. The agent began
selecting unnecessarily complex action sequences, such as right-
clicking to open a context menu and choosing options like “Run
as administrator,” even when a straightforward action would have
sufficed.

4.3.3 Slow System Response. Agents frequently operated with sub-
stantial latency, introducing long delays between actions that made
task execution inefficient. Participants estimated that agents were
five to ten times slower than manual operation (I3), with each click
or scroll taking one to two seconds (P3). These delays stemmed
from multiple sources: constant confirmation prompts, intrinsic
API latency that “needs at least five seconds” (I8), and reliance on
screenshot-based processing instead of direct API integration (I20).
As a result, tasks often took two to three times longer than perform-
ing them manually (P10, P81), and in one extreme case, a workflow
that normally required three minutes took the agent more than two
hours (P50). Performance constraints were further shaped by device
form factor. As I15 noted, desktop environments allow agents to op-
erate in a secondary window, but on phones the agent occupies the
entire screen, making slow step-by-step execution more disruptive
to ongoing use.

4.3.4 HighOperational Costs. High operational costs, driven largely
by excessive resource consumption, were consistently identified as
a major barrier to sustained agent use. Token usage was the central
concern. As I7 noted, agents often “consume too many tokens, it’s
just too expensive,” and in extreme cases, such as P142’s, an agent
“burned through tokens pretty quickly, sometimes 75k input tokens
in a minute of screen interaction.” Inefficient data handling exac-
erbated this problem. P208 reported that Claude’s computer-use
mode consumed nearly ten times more tokens because it repeatedly
included old screenshots in its inputs. Operational inefficiencies
further accelerated depletion. When agents stalled or failed to ad-
vance, they commonly looped through the same attempts, rapidly
consuming tokens without making progress. I14 described one such
sequence in which continuous retries exhausted resources without
completing the task.

These inefficiencies produced a poor cost–benefit ratio. Partic-
ipants frequently paid substantial amounts for minimal or low-
quality results. I4 recounted a case where only one-tenth of a task
was completed despite consuming 41 resource units, while P153
was charged nearly $3 for a trivial request as a single cat picture.
Such outcomes led many users to dismiss current agents as “de-
moware”. As P209 summarized, they are “extremely brittle, slow,
and expensive. It’s demoware.” These cost–utility disparities create
an economic viability crisis: the high cost of visual reasoning, such
as repeatedly processing screenshots for trivial actions, renders
agents functionally inaccessible for everyday workflows, regardless
of their theoretical capability.

4.3.5 Complex Setup and Configuration. Cumbersome installation
and configuration created barriers to use. Several participants de-
scribed the need for additional technical arrangements, such as
setting up a virtual machine solely to run the agent (I4), or spend-
ing prolonged periods on deployment only to find ongoing op-
erational friction (I6). Enabling advanced functions also required
disproportionately heavy preparation. I8, for example, reported
that activating automotive features involved configuring multiple
permissions and completing repeated pairing steps.

4.3.6 Platform Incompatibility. Agents often showed limited sup-
port for applications and platforms, especially on Android devices.
Compatibility was restricted to only a small set of basic apps, while
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essential tools such as payment services were inaccessible because
the agent had not been granted the necessary permissions (I2).
These gaps sharply reduced the agent’s usefulness in everyday
tasks. Geographical and network requirements added further barri-
ers. Many agents required VPN configurations to function, creating
“obstacles in certain regions” (I2) and limiting use in restricted envi-
ronments. Participants also emphasized the lack of cross-application
capabilities. Current agents rarely operate seamlessly across multi-
ple apps or platforms, leaving them confined to single-application
tasks and unable to support realistic, multi-step workflows.

5 RQ2: Experienced and Perceived Influences of
Unintended Agent Behaviors

Building on the phenomenon of user-reported complaints, we ex-
amine the influence of these behaviors on user experience and
operational outcomes, security risks, and broader societal concerns
and ethical ramifications.

5.1 Negative Impacts on User Experience and
Operational Outcomes

The operational aspects of user-reported complaints identified in
RQ1 directly influence user experience and task outcomes. We
detail these negative impacts, shifting from the nature of user-
reported complaints to tangible consequences on user experience
and practical results.

5.1.1 Financial Cost and Inefficient Resource Allocation. The opera-
tional phenomena previously discussed, such as high computational
demands, can translate into direct financial costs or indirect losses
from inefficiency or errors when using GUI agents (P71). This fi-
nancial cost is often described in technical papers [79], but not as a
limitation, which contrasts with users’ complaints. As P62 noted,
“Exponential computation, massive bandwidth hogging. Would this
actually be able to make the internet unusable?” The propensity of
hallucination can also directly affect financial outcomes, as marked
by P7, “No matter what you do, you cannot get LLMs to handle finan-
cial data at scale without it committing fraud.”

5.1.2 User Frustration, Dissatisfaction, and Increased Workload.
Failures in reliability, responsiveness, and understanding, as doc-
umented in RQ1, directly translated into user frustration and in-
creased workload. Participants described agents that refused to
execute tasks without explanation, leaving them unable to accom-
plish their goals (P153). Others reported needing to closely monitor
the system to prevent harmful actions; as P107 remarked, “I don’t
want the program to delete the hard drive only because it has made
a mistake.” Misaligned behavior, such as repeatedly selecting the
wrong dates when booking flights (P3), also consumed time and
eroded trust. Slow performance further compounded these issues.
As I13 noted, some delay is tolerable, but agent responsiveness must
remain within a reasonable range to be usable.

5.1.3 Denial of Service and Task Abandonment. The operational
unreliability, persistent errors, and external restrictions identified

in RQ1 often culminated in outright task failure, effectively deny-
ing service to the user. First, agents frequently entered unrecov-
erable error states. Some became trapped in loops, such as gen-
erating new messages every day despite explicit commands to
stop, leaving users unable to halt or redirect the behavior (P6).
Second, invalid or fabricated outputs made task completion unsatis-
factory. Agents sometimes supplied entirely invented information,
such as contact details without verification (P1), or failed on edge
cases where problem-solving or decomposition was required (P92).
Third, external constraints routinely blocked progress. Platform-
level rate limits prevented tasks from completing (P71), and human-
oriented verification steps, such as CAPTCHA, halted execution
altogether. Although these constraints are well-documented in tech-
nical work [114], they are often not represented in dataset design
and benchmarking environments [35].

5.2 Security Vulnerabilities and Privacy
Infringements

Beyond operational impacts, the deployment of GUI agents intro-
duces critical security and privacy implications concerning inher-
ent operational vulnerabilities, susceptibility to external ex-
ploitation, and risks of malicious application or autonomous
misalignment.

5.2.1 Operational Vulnerabilities: Access, Exposure and Opacity.
The first category of risk stems from the fundamental architecture
of GUI agents, specifically, their need for persistent authentica-
tion, file system access, and visual perception. Participants distin-
guished these risks from standard LLM-powered chatbots [137],
highlighting that the agent’s operational privileges often exceed
user oversight.

Persistent Authentication. Unlike the episodic interaction of chat-
bots [137] or simplistic agents [66], GUI agents require persistent
login states to function across applications. I8 and P5 regarded this
as a "hidden danger", fearing that once authenticated, agents retain
open access to resources without the user’s monetary awareness.
I8 remarked, “Doesn’t that mean he is always logged in?” This risk is
compounded by the necessity of granting agents administrator-level
privileges (I10) to facilitate cross-application workflows, creating a
broader and more persistent attack surface than restricted sandbox
environments.

Exposure of Sensitive Data During Actions. To execute complex
tasks, such as processing payments or managing corporate records,
users are compelled to expose high-value assets directly to the
agent. Participants noted that this functional requirement ren-
ders the agent a critical leakage vector, a risk currently under-
represented in common benchmarks [35, 91] compared to standard
LLM tasks [137]. P7 and P64 highlighted that even locally executed
agents possess the capability to traverse system directories, making
the inadvertent exposure of proprietary data (e.g., annual reports)
or financial information a significant threat. Beyond formal records
and financial information, participants also highlighted the sensi-
tivity of personal preference signals exposed during social-media
operations and messaging workflows (I18).

Passive and Opaque Visual Capture. The visual capturing capa-
bilities of GUI agents introduce distinct passive collection risks.
Unlike text-based LLMs or agents, GUI agents rely on continuous
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screen capture to perceive the environment. P140 and P180 wor-
ried that this mechanism equates to uncontrolled recording, where
every user interaction is potentially snapshotted and stored. This
fear is exacerbated by the opacity of execution. Unlike ChatGPT’s
visible output, GUI agents operate through rapid, invisible steps
with lengthy logs. This lack of transparency prevents users from
verifying how credentials are managed. Furthermore, I2 noted that
agents fundamentally conflict with human-centric security, such
as biometric verification (e.g., FaceID), which cannot be securely
delegated to an agent. Consequently, P3 argued that without trans-
parent mechanisms to govern these behaviors, adoption remains
untenable.

5.2.2 Systemic Exploitation: Manipulation and Integrity Breaches.
The second category involves the susceptibility of the agent to
external attacks that compromise system integrity. Participants
feared that agents could bemanipulated to bypass security protocols
or serve as vectors for intrusion.

Direct Manipulation via Injection. A primary vulnerability is the
agent’s susceptibility to prompt injection, a threat noted in technical
literature [14, 60]. Malicious instructions embedded in web content
can invisibly deceive an agent into acting for an attacker’s benefit
(P2, P9, P52). Participants emphasized that granting agents full op-
erational control is perilous without defenses (P47, P159). Beyond
subtle manipulation, users reported severe instances of agents being
“jailbroken” to bypass safety restrictions (P188) or initiating unautho-
rized actions like software installation (P73, P183). These incidents
escalate beyond standard LLM jailbreaking [96, 107]. Because GUI
agents operate directly on the user’s file system, a successful exploit
results in immediate “physical” harm to digital assets rather than
merely generating harmful content.

Circumventing Web Security and Sandbox Escapes. Participants
worried that agents acting as visual interpreters could bypass CAPTCHAs
(P12, P16, P28, P30), potentially leading to denial-of-service attacks
(P55) or forcing websites to block valid traffic. This distinguishes
GUI agents fromAPI-based tools [26]. They consume human-intended
visual resources. Further risks included credential theft via hon-
eypot sites (P34) and agents mutating into self-replicating viruses
(P69, P77). Users also cited vulnerabilities in permission manage-
ment (P86), authentication (P95), and even sandbox escapes, where
an agent overcame Docker limitations (P174). These reports under-
score that distinct execution environments may be insufficient [109,
124], as agents effectively expand the attack surface through faulty
code generation (P205) and complex UI interactions.

5.2.3 Malicious Application, Surveillance, and Autonomous Mis-
alignment. The final category addresses the intentional misuse of
agents by bad actors (abuse) and the unintentional harms caused
by autonomous misalignment.

Automated Social Engineering and Mass Abuse Actions. The au-
tomation capacity of agents enables malicious activity at a scale
previously unattainable. We consolidated participants’ concerns
regarding scams, spam, and phishing into a singular fear of “end-
to-end” abuse. Unlike LLMs that mostly generate text [38, 49], GUI
agents can execute the entire pipeline: creating accounts, gener-
ating content, and disseminating it (P2, P9, P14). Participants de-
scribed agents as a potential “hacker playground” (P25) used for
voice cloning and identity fabrication (P75), or scalable phishing

campaigns (P114, P147). Users feared a future where billions of ma-
licious agents roam the web (P73), overwhelming platforms with
unsolicited content–a phenomenon some noted is already begin-
ning (P61, P77, P89, P91, P120, P162, P189).

Surveillance and Corporate Profiling. Unlike the passive visual
capture described in Section 5.2.1, participants feared intentional,
systematic surveillance often termed “AI keylogging” (P61). There
were concerns that operating systems might log all activity to feed
agents, allowing companies to track behavioral patterns for targeted
marketing (P112) or sell data “behind your back” (P140). This differs
from traditional profiling [4, 13] as GUI agents enable fine-grained
tracking of all desktop resources, raising existential anxieties about
agents “plotting against humanity” (P168) or engaging in covert
monitoring (P80).

Unintended Autonomous Consequences. Finally, the agent’s auton-
omy introduces risks of misalignment. Participants observed agents
making operational decisions without confirmation, such as unilat-
eral software installation (P183) or engaging in “inception” loops
where chained tasks caused resource usage to spiral out of control
(P37). P60 described an alarming case where an agent “opened itself
back up” after being closed, leading to sustained, unsupervised
activity. These instances highlight unique misalignment risks in
GUI environments. The vast action space makes agents prone to
“reward hacking” behaviors, a phenomenon distinct from text-based
models that warrants deeper investigation [80, 108].

5.3 Broader Social and Ethical Ramifications
Beyond individual and operational effects, user-reported complaints
precipitate societal and ethical considerations. We examine these
wider ramifications, specifically the erosion of public trust, and the
potential for misuse leading to societal harm and ethical misalign-
ment.

5.3.1 Erosion of Trust and Hindrance to Adoption. Repeated agent
failures and pervasive security concerns significantly diminished
user trust, making participants hesitant to adopt or rely on the
technology. I7 described current agent capabilities as insufficient,
eroding confidence in their reliability. These uncertainties also high-
light open questions about how agents should communicate feed-
back [37] and how users’ trust should be calibrated in response [81].
Even a small chance of security vulnerabilities, which I12 estimated
as only a fraction of a percent, was seen as unacceptable, since it
created difficulties in assigning liability. Trust further declined in
sensitive contexts, such as password-free payment systems, where
I12 noted that outcomes felt “considerably more ambiguous and far
less certain”, leaving users unsure about the security of opaque
system actions compared to deterministic execution scripts [15].

5.3.2 Concerns about Societal Harms and Ethical Misalignment.
Participants also raised concerns about broader societal harms. Un-
like conversational systems, GUI agents can directly manipulate
interfaces, making it easier to automate harmful behaviors at scale,
such as exploiting platform loopholes or bypassing safeguards de-
signed for human users. This direct access amplifies risks of labor
displacement, privacy violations, and systemic manipulation, with
consequences that reach beyond individual failures to issues of
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inequality and institutional trust. As P7 reflected, “There were al-
ways people who tried to use technology for bad but never at a scale
as today.” While prior work has speculated about how agentic AI
may reshape labor markets [86], discussions in online communities
suggest that users already feel the turbulence associated with rapid
technological change [82], intensifying anxieties about misuse and
ethical misalignment.

6 RQ3: Countermeasures and Expectations
To mitigate the complaints raised by users regarding GUI agents
(RQ1) and their influences (RQ2), participants proposed various
strategies and expectations. Table 3 presents a comprehensive
taxonomy of these mitigation strategies, mapping specific user-
reported phenomena to corresponding system-oriented ([S]) and
user-oriented ([U]) countermeasures. These strategies can be broadly
categorized into technical improvements for the system and proac-
tive interventions by the user.

6.1 System-Oriented Mitigation
Users proposed system-oriented mitigation directly targeting GUI
agents. These solutions focus on augmenting core agent capabili-
ties and refining control over their operational environments and
permissions.

6.1.1 Enhancing Agent Capabilities and Operational Robustness.
Participants emphasized the need to strengthen agent functionali-
ties for greater reliability. A central priority was efficiency: agents
should streamline their procedures, remove redundant steps, and
reorganize action sequences to reduce execution time. Although
recent GUI-agent work has made early progress in this area [48],
current commercial products remain far slower than users expect.
P70 envisioned an agent that could “reorganize the process” to cut
wasted effort, illustrating the kinds of optimizations users hope to
see.

Automation and integration were a second major focus. P71 sug-
gested lightweight tools, such as a one-click feature for extracting
post statistics, to simplify routine workflows. Participants noted
that current GUI agents are still poor at leveraging external tools,
a limitation that could be alleviated by integrating richer third-
party ecosystems [47]. Many also stressed the need for API-based
interaction [120], arguing that APIs would offer major gains in
speed, accuracy, and security over screenshot-based methods. As
P10 noted, “sending screen captures back and forth will always be
1000x slower,” and P95 emphasized that API integration may deter-
mine whether agents scale to widespread use.

Participants also highlighted intrinsic safety mechanisms as es-
sential. P5 advocated for models that monitor activity and auto-
matically pause when suspicious content appears, going beyond
current approaches that focus primarily on verifying individual ac-
tions [54]. Others proposed that agents should decline high-stakes
requests, such as financial transactions (P19), and that system-level
safeguards would help mitigate harm, such as predefined maximum
payment caps (I4).

Collectively, these expectations point toward agents that are
not only more efficient but also self-regulating and risk-aware.
Although recent work has made progress [59] and introduced new
benchmarks [61], we echo arguments from [21] that building truly

risk-sensitive GUI agents remains a long-term challenge, especially
given the breadth of overlooked risks surfaced in our study.

6.1.2 Controlling Agent’s Operational Environment and Permissions.
Participants recognized that ensuring safety requires carefully defin-
ing and controlling an agent’s operational environment and per-
missions. Several highlighted the use of isolated execution environ-
ments, such as virtual machines, containers, or remote execution
platforms (I13), as a way to manage agent access and resource con-
sumption (I2, I5). These strategies were strongly recommended to
prevent agents from blindly executing code on a user’s machine, a
risk raised by both P10 and P69. However, these should be taken
with caution as GUI agents’ evolving capabilities may also escape
the containers.

Participants also emphasized the need for strict permission man-
agement and formalized operational restrictions, especially for desk-
top environments, where existing permissions were often overly
coarse. I13 suggested practical safeguards like confining all agent
operations to a specific directory so that other system areas re-
main unaffected. Others proposed more general mechanisms for
boundary-setting, with I5 envisioning a “robots.txt for agents” that
would explicitly define operational limits and impose enforceable
restrictions on their behavior. This echoed emerging efforts to build
an agent-friendly web [64], though such mechanisms require addi-
tional infrastructure and support.

6.2 User-Oriented Mitigation
Complementing system-oriented changes, users actively develop
and deploy their own strategies to navigate and counteract the
user-based complaints about GUI agents. We detail these strategies,
including proactive measures to manage agent behavior, direct
human oversight and intervention, and demands for enhanced
transparency and control mechanisms.

6.2.1 Proactive User Strategies and Information Control. Users proac-
tively managed agents by controlling the information they provided
and tightly defining the task scope. I2 described using blank-token
functionality to send dummy data and protect real information.
Others, such as I6, emphasized giving agents richer contextual de-
tail, noting that ambiguity often led to errors. Participants also
stressed the value of highly specific prompting. I4 observed that
step-by-step instructions improved accuracy, echoing findings that
imprecise queries can overwhelm agents with irrelevant results,
causing them to act on incorrect information [39]. I8 similarly
used explicit visual–spatial cues, such as overlayed coordinates or
structured positional hints, to compensate for common grounding
failures [92, 119]. Beyond one-off tactics, I6 proposed establishing
a calibrated baseline that “can then serve as a replicable model or a
template that facilitates relative comparison.”

6.2.2 Human Oversight, Intervention and Boundary-setting. Direct
human oversight was viewed as indispensable given agents’ ability
to act autonomously through interfaces. Participants stressed the
need for real-time monitoring, including scrutinizing actions (I9),
intervening when risks arose (I9), and requiring confirmation for
sensitive operations (I4, I10). As I4 noted, critical tasks should pause
for explicit approval with sufficient context for informed decisions.
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Table 3: Taxonomy of user-reported complaints and mitigation strategies. [S]: System-oriented, [U]: User-oriented.

Phenomena Mitigation Example Strategies

Failures in Sense-Making and Intent Alignment
Task decomposition [S] Enhance capabilities

[U] Proactive strategy
Decompose complex tasks; Use templates for recurring workflows.

Instruction misinterpretation [U] Proactive strategy Craft explicit prompts Disambiguate terms; Reference specific UI elements.
Knowledge gaps [S] Enhance capabilities Improve domain reasoning; Link specific docs; Handle symbolic/non-textual UIs.
Inaccurate outputs [U] Oversight Cross-validate results; redirect agent upon error detection.
Unsatisfactory results [U] Proactive strategy Provide rich context; Iterative re-prompting; Use structured input (e.g., checklists).
Poor error recovery [S] Enhance capabilities Implement self-correction routines; Enable safe rollback from loops.

Failures in GUI Adaptation and Execution
Faulty GUI actions [S] Enhance capabilities

[U] Oversight
Real-time monitoring; Require confirmation for sensitive ops; Manual correction.

Poor UI adaptability [S] Enhance capabilities Recognize dynamic elements (e.g., pop-ups); Re-synchronize on UI drift.
Element mislocation [S] Enhance capabilities

[U] Proactive strategy
Provide spatial cues/coordinates; Label key fields; Standardize layouts.

Ext. requirement conflicts [S] Control env.
[U] Proactive strategy

Manual auth/CAPTCHA handling; Pre-configure sessions; Avoid anti-bot triggers.

Frictions and Burdens
Instruction rigidity [U] Proactive strategy Use atomic, unambiguous commands; Adapt phrasing to agent constraints.
Difficult parameter tuning [U] Proactive strategy Adjust execution thresholds; Pilot configs on low-stakes tasks.
Slow system response [S] Enhance capabilities Hybrid API/GUI integration; Optimize model latency.
High operational costs [U] Proactive strategy Set token/time limits; Restrict resource-intensive tasks; Use sandboxed devices.
Complex setup [S] Enhance capabilities Automate onboarding; Provide preset configurations; Reduce dependencies.
Platform incompatibility [S] Enhance capabilities Expand cross-platform support; Fallback to API access.

This aligns with prior work showing that human oversight remains
essential even in delegated agentic workflows [85].

Oversight also involved calibration and correction. I6 described
how initial, human-led calibration could shape subsequent agent
inferences, while P3 recounted correcting a mistaken output by
redirecting the agent to Google search. Preventivemechanisms such
as token limits or timeout safeguards were also used to contain
runaway processes (I14). These corrective interactions may help
guide GUI agents as they evolve through active learning [62].

Participants also emphasized boundary-setting, which sets proac-
tive limits on the agent’s scope before tasks begin. P12 suggested
agents request permission for high-stakes actions, framing over-
sight as an interactive negotiation. Others managed risk by avoiding
agents for confidential documents (I2) or confining them to sec-
ondary devices with restricted permissions (I11).

6.2.3 Transparency and User Feedback Mechanisms. Users consis-
tently expressed a desire for greater transparency and richer feed-
back from agents. They wanted agents to communicate uncertainty,
show humility, and explain their reasoning in ways that support
trust (P76). Yet, unlike text-only LLMs, where uncertainty cues are
relatively well studied [42], GUI agents provide little visibility into
how confident they are, highlighting the need for new mechanisms
for expressing uncertainty in interactive systems [32].

Participants emphasized that agents should explicitly signal
when they are unsure rather than presenting tentative results as
definitive. As P3 noted, responses that include hedging language
(e.g., “this may be a rough answer”) would feel more trustworthy
than overly confident assertions when the system lacks certainty.
This desire for clarity extended to multi-step interactions as well:
participants wanted agents to check whether intermediate results
met expectations, request additional user input when needed, and
revise outputs accordingly, engaging users in an iterative refine-
ment process rather than terminating after a single attempt (I6).

7 Discussion and Design Implications
Across advances in web automation research [73] and rapid growth
of GUI-agent benchmarks [117, 139], prior work has largely focused
on evaluating perceptual and execution capabilities, such as GUI
grounding, screen parsing, and action prediction, under controlled
or templated task environments. Building on characterizations of
LLM-powered GUI agents as intermediaries with semantic under-
standing and agency [40, 125], our findings extend this literature
by showing how agents break down across the full interaction
phases in everyday GUIs, how these breakdowns create lived bur-
dens and user-invented workarounds, and how they differ from
familiar notions of hallucination [45] or intentional misuse [24, 28].

While this study centers on web browsing, the underlying bottle-
necks of perception, reasoning, and action generalize to other forms
of AI-driven automation. Therefore, the user-centric taxonomy and
principles derived here offer analytical transferability to adjacent
high-sensitivity sectors, including enterprise software [71, 121],
healthcare informatics [98, 121], and financial systems [98, 106],
where operational errors or privacy violations can have similarly
serious consequences.

Building on these observations, we outline six implications that
span interaction design (Implication 1, 3-5), agent capability (Impli-
cation 2, 5), and socio-technical governance (Implication 6):

7.1 Implication 1: Design Interaction-Aligned
Intervention

Existing mixed-initiative systems provide mechanisms for step-
level action approval or clarification [18, 19]. However, our study re-
veals that breakdowns often arise from visual grounding errors [36],
UI drift, and workflow state loss that were unique to GUI agents.
As described in Section 4, breakdowns concentrated at distinct
interaction phases: misinterpreting intent at input, selecting the
wrong window or element during execution, and leaving users
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without viable recovery paths during feedback. Notably, observed
complaints were less about factual hallucination [45] and more on
interaction-level failures: disconnects between user intent, unclear
agent capabilities, and ambiguous interpretations by agents. Am-
biguous agent roles and the inability to differentiate action severity
blurred responsibility and made it difficult for users to know when
and how to intervene [11, 99, 125]. Participants also frequently
resorted to costly, ad hoc compensations like cursor shadowing or
device isolation.

Therefore, oversight should be structured around the interaction
phases where failures originate [27], with explicit hooks for config-
uration, supervision, and recovery. For configuration, users need
constrainable task specifications, such as task blueprints, playpen
domains, structured constraint editors, and auto-formalization [54],
to make goals expressed in ways that are legible and negotiable.
For supervision, users require continuous visibility into what the
agent is doing and why, through step timelines, live focus indicators,
and previews of upcoming actions. For recovery, users need tools
that make corrections feasible rather than destructive. Mechanisms
such as checkpointing, rollback [136], and mid-flight plan editing
allow users to repair partial progress instead of discarding entire
tasks. Together, these mechanisms reframe oversight as a proactive,
interaction-aligned intervention rather than a reactive interruption.

7.2 Implication 2: Aligning Agent Actions with
Human-signaled Risk Boundaries

Although prior work identifies misaligned actions [31, 101], most
deployed GUI agents still treat visually identical clicks as equivalent
operations. Our findings in Section 4.2.1 reveal a different layer of
risk that emerges in real GUI use: visually similar clicks can carry
radically different stakes for users. Participants were comfortable
with agents scrolling or reading, but became anxious when the
agent approached operations involving money, identity details,
account settings, or irreversible submissions. High-harm incidents
such as accidental purchases, mis-sent messages, and unintended
form submissions stemmed not from malicious intent but from
the agent’s inability to perceive the consequences. Consequently,
users did not want continuous control, but wanted to intervene
precisely when the agent neared sensitive actions, when ambiguity
increased, or when its confidence seemed unjustified. Behavioral
micro-signals such as cursor shadowing, hesitations, and manual
overrides can offer rich evidence of when oversight is desired and
how users prefer to intervene [20, 125, 126].

To address these challenges, agents should become consequence-
aware [98]. One desirable direction is for operating systems and
browsers to expose lightweight metadata describing risk level, re-
versibility, or required confirmation. Such metadata would give
agents a principled base for understanding consequences rather
than inferring. However, deploying such infrastructure requires
substantial coordination across OS vendors, browsers, and web
developers, and faces practical constraints around adoption, consis-
tency, and resource overhead. Meanwhile, agents should infer risk
through model- and interaction-level cues: interface semantics (e.g.,
“Pay,” “Delete”), workflow structure (e.g., multi-step checkouts), and
uncertainty signals learned through interaction. These approaches
raise familiar challenges, such as reward hacking [41], where an

agent optimizes for appearing safe rather than being safe, but they
offer feasible near-term paths for dynamic consequence estimation
without standardized metadata.

A key opportunity from our findings (Section 5.2.1) is person-
alized risk tiering. Agents can infer user-specific boundaries from
where users pause, undo, or retake control. These signals form an
emergent human “risk model” that can guide autonomy levels. Low-
risk actions (scrolling, reading) may run automatically; medium-
risk actions (navigation among ambiguous elements, text entry)
may require previews or rationales; and high-risk actions (submis-
sions, payments, identity or outbound-message operations) should
always require explicit confirmation. Guardrail policies (“never
submit forms containing financial identifiers,” “never message out-
side approved contexts”) can encode user- or organization-specific
constraints within these tiers. Treating risk as contextual and user-
dependent rather than an intrinsic property of the interface en-
ables calibrated autonomy and clear responsibility boundaries, and
provides foundation for agents to decide when to pause, request
confirmation, or transfer control.

7.3 Implication 3: Provide Situated
Transparency into Agent Intent, Perception,
and Action

Explainability research emphasizes calibrated trust [69, 134], but
most interfaces for agents still focus on explaining outputs rather
than making the agent’s perceptual field, access boundaries, and
intentions legible. Our findings in Section 5.1.2 show that users
often did not know which window the agent was acting on or
what information it processed. These uncertainties led users to
oscillate between over-trust and hyper vigilance, and contributed
to ambiguous mental models of agent capability and responsibility.
Prior work established that accurate mental models are essential
for effective human–agent collaboration [11, 125, 128], but the
mechanisms for forming such models remain unclear when agents
manipulate GUI environments on users’ behalf. When perception,
scope, and intent are opaque, users cannot tell whether an error
stems from misinterpreting instructions or violating policies. These
concerns intensify when agents hold long-term access to sensitive
data.

Interfaces should therefore provide situational transparency and
scaffolding based on user mental models. Environment maps can
visualize the tabs, windows, and applications the agent can ac-
cess and highlight which surface it currently perceives as active.
Provenance ribbons can tie explanations or rationales to specific
screenshots or UI regions, revealing what the agent has actually
“seen.” Capability cards can summarize per-task permissions and
data accesses, and allow users to revise boundaries mid-run. Bound-
ary notifications can indicate when an attempted action is blocked
by organizational or user-defined policies. Context-specific uncer-
tainty cues, such as acknowledging ambiguous buttons, CAPTCHA
verification challenges [130], or multiple visually similar elements
can help users decide when close supervision is warranted. Over
time, such mechanisms, especially when paired with safe spaces
to practice (Section 7.6), can help users form accurate expectations
about agents’ capability boundary, reducing both over-reliance and
unnecessary anxiety.
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7.4 Implication 4: Design Graphical Interface
Infrastructures That Treat Agents as Users

Technical work which benchmarks GUI agents in human-oriented
interfaces highlights model limitations [56, 72, 97, 106, 139]. Our
findings (Section 4.2.2) show that many failures arise because inter-
faces are optimized exclusively for human manipulation. Transient
banners, icon-only controls, CAPTCHA or QR-based verification,
multi-step authorization flows, and visually dense dashboards rou-
tinely disrupted agents. Agents struggled with non-standard lay-
outs, lock-screen timeouts, and elements that disappeared before
screenshot-based perception completed. Participants frequently
compensated by pre-arranging the interface, such as resizing win-
dows, clearing pop-ups, and simplifying panels.

At the same time, agents increasingly employ proactive strategies
such as identifying atypical UI components or simulating interface
states [111, 113]. Yet these efforts face practical constraints when
the underlying interface exposes little machine-readable structure,
since agents must rely entirely on noisy visual signals, making
learned policies less stable and harder to generalize across real-
world UI variability. Many users therefore expressed a preference
for more direct integrations, such as API-level access for common
workflows, rather than relying entirely on screenshot-based inter-
action (Section 6.1.1). This friction suggests rethinking interface
design from the perspective of “agent as a user” [125].

Treating agents as users requires a dual-channel interface de-
sign. Web platforms can expose agent-friendly APIs or embedded
endpoints for tasks such as downloading statements, applying fil-
ters, or performing batch operations. Declarative task contracts
can describe the states and constraints of workflows such as check-
out or password changes, enabling agents to recognize “where
they are” and “which steps require human-only confirmation” in a
multi-step process. UI components can pair human-facing visuals
with machine-readable identifiers, role tags, and risk annotations,
reducing grounding ambiguity. When tasks require human-only
actions, such as completing a CAPTCHA or providing biometric
authentication, interfaces can provide explicit hooks prompting the
agent to request assistance rather than becoming stuck in loops.
As with accessibility standards, agent-aware design compatibility
can formalize how applications expose risk and semantics during
human-agent collaboration.

7.5 Implication 5: Treat Computational Cost
and Resource Usage as Design
Considerations

Token consumption, screenshot frequency, and latency are typi-
cally reported as benchmark metrics [17, 63]. Our findings extend
to show how these system measures corresponds to user burden
(Sections 4.3.4 and 5.1.1). Agents frequently operated far slower
than manual use, with screenshot based perception and repeated
retries inflating token usage and introducing delays (Section 4.3.3).
Runaway loops could also exhaust resources while completing only
part of a task. Crucially, users repurposed cost constraints such as
token limits and timeouts as ad hoc safety measures to preempt
errant behavior. Thus, resource usage functions not merely as an
economic constraint, but as a proxy for risk management and sys-
tem reliability.

Agents should therefore integrate cost awareness as a core inter-
action and safety concern. Mechanisms such as explicit cost budgets
and predictive summaries enable users to anticipate resource impli-
cations and cap consumption. Cost diagnostics can surface where
resources are being consumed, for example, by identifying repeated
misgrounding or oscillation between similar UI states. Predictive
cost summaries before execution can allow users to anticipate re-
source implications and compare agent use to manual completion.
Agents should adopt resource-efficient strategies such as capturing
smaller regions of the screen, caching stable interpretations, reduc-
ing tool invocation frequency, and lowering perception frequency
in stable contexts. When consumption escalation is detected, agents
should warn users and propose corrective actions, such as simplify-
ing the plan or switching to an low-cost integration when available.
Making cost and performance part of the design rather than a hid-
den metric can reduce unexpected burdens and support predictable,
accountable use.

7.6 Implication 6: Institutionalize Ecological
Sandboxes and User-Centered Safety
Patterns

Unlike safety-critical domains that mandate bounded testing [2],
current GUI agents typically demand immediate, broad access. Exist-
ing sandbox efforts, including emerging agent modes like ChatGPT
Agent [76] and research prototypes like AirGapAgent [5], typically
mirror the live interface but offer users limited control over what
the agent can see, click, or modify. These mechanisms are coarse
and system-level rather than configurable for specific tasks or con-
texts. As a result, users in our study built their own ecological
sandboxes (Section 6.1.2) by relying on virtual machines, burner
accounts, synthetic data, restricted devices, and close shadowing.
Many adopted a “zero trust” posture toward agents [10, 20], viewing
dedicated sandboxes as essential for protecting real assets [118].

Platforms can relieve this burden by institutionalizing ecological
sandboxes that allow agents to rehearse tasks in controlled and
configurable environments. Such spaces would mirror real interface
states while letting users configure the agent’s capability, specify
what it may access, and surface common failure modes without
real-world risks. They also support phased deployment, beginning
with synthetic or mirrored data, progressing to restricted read only
interaction, and granting full write access only after the agent
demonstrates reliable progress.

Furthermore, the informal practices we observed, such as syn-
thetic rehearsal, interface manipulation, explicit scoping, and data
minimization, can be transformed into formalized safety patterns.
One-click “safe workspace” modes can automatically create con-
strained file systems, restrict network domains, and launch agents
inside sandboxed browser profiles. Guided scoping wizards can
help users specify what the agent may access or modify, generating
reusable templates that encode permissions and risk limits. Tools
for on-the-fly data masking and surrogate accounts allow users
to test workflows without risking sensitive information. By inte-
grating these capabilities, platforms can replace burdensome user
workarounds with a consistent support for safe agent operation.
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8 Limitations and Future Work
Our findings are subject to limitations that outline critical directions
for future research.

First, regarding scope and generalizability, our investigation pri-
marily centered on GUI agents within web browsing tasks. While
the identified issues are likely relevant to broad automation con-
texts, the specific manifestations of these complaints will inevitably
vary based on agent architecture, interface modalities, and socio-
technical contexts. The current findings provide a taxonomy, but
comparative studies across different agent platforms, task complex-
ities, and user populations are needed to validate the transferability
of these mitigation strategies across the broad ecosystem of AI-
powered GUI automation.

Second, regarding methodology, this study integrates broader
perspectives from social media analysis with interviews situated
within Chinese, tech-savvy early adopters. While the social me-
dia analysis captures concerns from an international user base,
the interview findings are inevitably influenced by China’s socio-
technical landscape. For instance, the prevalence of ‘super-apps’,
mobile-centric web designs, and stringent identity verification pro-
tocols (e.g., QR code logins) in this region introduces unique execu-
tion frictions that may differ from Western-centric desktop work-
flows. Furthermore, their reported mitigation (e.g., VM, isolation)
reflected a level of technical expertise that may not generalize to
broad populations. Future work should extend to less tech-savvy
users to understand how they use GUI agents.

9 Conclusions
This paper presents a systematic empirical investigation into the
user-reported complaints accompanying the proliferation of LLM-
based GUI agents in web browsing. Through a two-phase study,
we characterize the phenomena of user-reported complaints to-
wards GUI agents, specifically deficits in grounding abstract intent
into concrete interface affordances and the inability to adapt to dy-
namic visual states. We analyze the influences of these phenomena,
demonstrating how they diverge from text-based hallucinations to
manifest as irreversible, erroneous actions that compromise secu-
rity through persistent authentication and uncontrolled file system
access. Finally, our examination of mitigation strategies reveals
that users are currently forced to rely on ad-hoc workarounds, such
as ecological sandboxing and cursor shadowing, to scaffold brittle
agent behaviors. We conclude that future GUI agents design should
transcend simple autonomous execution to prioritize consequence-
aware architectures that facilitate interaction-aligned intervention
and appropriate human oversight.
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A Details of Social Media Analysis
Our social media analysis covered posts from different subreddits,
with 44 from r/OpenAI, 42 from r/ClaudeAI, 21 from r/singularity, 18
from r/LocalLLaMA, 14 from r/AI_Agents, 8 from r/ArtificialIntelligence,
6 from r/ChatGPT, 5 from
r/ChatGPTCoding, 5 from r/Anthropic, and others from other sub-
reddits.

B Semi-structured Interview Protocol
This protocol is designed for semi-structured interviews, allowing
for both predefined questions and follow-up questions based on
participant responses. Examples are only used when participants
want further clarification on the questions.

B.1 Section 1: Basic Information
1. Could you describe your first experience using a GUI Agent,
or your most memorable experience with a GUI Agent? What
prompted you to start using GUI Agents?

2. In what situations do you typically use GUI Agents?
3. Could you describe a recent task you completed using a GUI

Agent in detail?
4. Have you ever used GUI Agents for browser automation tasks?

If so, could you describe one of your most recent experiences?
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5. What different GUI Agents have you used? How would you
compare them in terms of the following factors: functionality, us-
ability, privacy and security concerns, and efficiency?

B.2 Section 2: Unexpected Behaviors and
Impacts

6. Have you ever encountered any unexpected behavior from a GUI
Agent? If yes, could you describe the most memorable instance?
(e.g., did the Agent perform tasks you did not request, or execute
tasks in an unexpected way?)

7. Have you ever experienced a situation where a GUI Agent
was unable to complete a task? If yes, could you describe the most
memorable instance in detail?

8. Have you ever received incorrect or misleading information
from aGUI Agent? If yes, could you provide some specific examples?

9. Have you encountered any privacy or security issues related
to GUI Agents? (e.g., did an Agent access your personal information
without authorization, or did its behavior result in data leakage?)

10. Which of these unexpected behaviors had the most signif-
icant impact on you? What were the consequences? (e.g., time
loss, financial loss, privacy breaches, security risks, decreased user
experience)

11. Did you later discover the reason for the unexpected behavior
of the GUI Agent? Or do you still not know the cause? If you
discovered it, what was the reason, and how did you find out? Was
it due to configuration errors, limited model capabilities, insufficient
context understanding, or system complexity?

B.3 Section 3: User Coping Strategies
12. What measures have you taken to prevent or respond to these
unexpected behaviors when using GUI Agents? (e.g., limiting Agent
permissions, manually checking Agent operations, using virtual
machines or containers to run Agents)

13. Do you think your coping strategies were effective? If yes, to
what extent?

14. What problems do you still encounter after the strategies you
adopted?

15. Do you know why these strategies were ineffective or why
problems persisted? If not, do you have any guesses?

B.4 Section 4: User Expectations for Developers
16. What functions or features do you think GUI Agents should
offer to reduce unexpected behaviors?

17. How could they help you better control the Agent’s actions
and prevent unexpected behaviors?

B.5 Section 5: Future Outlook
18. What do you think is the future trend of GUI Agents?

19. How do you think GUI Agents will change our work and
lifestyle?

20. What are your expectations for the future development of
GUI Agents? What new functions would you like GUI Agents to
achieve?

21. Is there anything else you would like to add?
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